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QTY 1
	Features
	Required Specification
	Comply
(Y/N)

	Base
	RACK MOUNT with all needed accessories to install in a rack cabinet with all needed cables
	

	Tape drive
	Two FC LTO9 Tape Drive
	

	Power
	Redundant Power Supplies
	

	Slots
	Installed with a minimum of 30 slots
	

	Interface
	Min 8Gb/s FC
	

	Cartridges
	Installed with 20 LTO-9 cartridges with label
2 cleaning cartridges
	

	Management
	TCP/IP management port, Web management
	

	Barcode
	must include barcode readers
	

	LCD Display
	Must has an LCD display and indicators for Power, Drives and Activity, error status and message information
	

	Warranty
	5 Years warranty
	

	Module Name
	Description
	Qty
	

	Base
	TS4300 tape base module
	1
	

	Tape drive
	LTO9 HH fiber channel drive
	2
	

	Indicator
	Standard S&H indicator
	1
	

	Rack kit
	Rack mount kit\
	1
	

	Power Supply
	Dual Power Supply
	1
	

	Tape cartridges
	LTO9 tape cartridges 
	20
	

	Cleaning cartridges
	Cleaning tape
	2
	

	Warranty
	5 Years mother company support
	1
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	Product
	Qty

	Veeam Data Platform Advanced Universal Subscription License. Includes Enterprise Plus Edition features. 10 instance pack. 5 Years Subscription Upfront Billing & Production (24/7) Support. 
	1
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	#
	Technical Specification 
	Full Compliance (Yes/No)

	1
	Preferred vendors: Fortinet, Cisco and Paloalto  
	 

	2
	Solution should be an integrated Next Gen Firewall platform which includes firewall, application control, IPS, URL Filtering and Advanced Persistent threat Prevention capabilities in a single appliance from day one for 5 years.
	 

	3
	Feature consistency in hardware and virtualized form factors. The same features available in hardware form factor is also available in a virtualized form factor to help organizations support their virtualization initiatives.
	 

	4
	The appliance should support at least 8x 5/2.5 Gigabit ports from Day one. Must support at least 10x 1G SFP ports include 4x 1G short range (multi-Mode) transceiver and 4x 10G SFP+ ports include 4x 10G short range (multi-Mode) transceiver 
	 

	5
	Proposed appliance should have dual power supply.
	 

	6
	Firewall Throughput must be more than 25 Gbps production / real world throughput considering environment with real-world traffic blend, multiple Security features, a typical rule-base size, NAT and logging enabled. Data need to be substantiated and available in public domain (links to be provided).
	 

	7
	Proposed IPS throughput with TCP and UDP traffic blend, with customized IPS Policy, scanning all part of sessions in both directions must
	 

	8
	Firewall should support 3DES/AES IPsec VPN throughput of at least 15 Gbps
	 

	9
	Firewall should support at least 12 million concurrent sessions.
	 

	10
	Firewall should support minimum 600,000 new connections per second.
	 

	11
	Firewall should support minimum 12 Gbps SSL Inspection Throughput
	

	12
	Network Security Firewall should support "Stateful" policy inspection technology. It should also have application intelligence for commonly used TCP/IP protocols like telnet, ftp etc.
	 

	13
	The appliance should support Active-Active or Active-Standby Deployment 
	 

	14
	Appliance should have granular visibility with respect to user and group policy.
	 

	15
	The Firewall should support authentication protocols like Active Directory, LDAP and Radius 
	 

	16
	The IPS should be constantly updated with new defenses against emerging threats.
	 

	17
	IPS Engine should support Vulnerability and Exploit signatures, Protocol validation, Anomaly detection, Behavior-based detection, multi-element correlation.
	 

	18
	IPS should have the functionality of Geo Protection to Block the traffic country wise incoming as well as outgoing.
	 

	19
	IPS should be able to detect and prevent embedded threats with in SSL traffic.
	 

	20
	Application control must Identify applications, its different categories, URLs, HTTPS inspection, Malware content sites, IP and/or user-based policies.
	 

	21
	Inspect content to protect networks. Protect the network against known and unknown threats including vulnerability exploits and malware embedded in all types of traffic. 
	 

	22
	Solution must have a URL categorization that exceeds 1 million URLs filtering database. Should have pre-defined over 90 categories. The solution should have the capabilities to block, permit, allow & log, protocols other than HTTP, HTTPs, FTP. Bidder to confirm URL database.
	 

	23
	The solution should also have the scalability to scan & secure SSL encrypted traffic passing through gateway. Should perform inspection to detect & block malicious content downloaded through SSL.
	 

	24
	Identify malware signatures and malicious web sites.
	 

	25
	Granularly define exceptions for SSL inspection to protect user privacy and comply with corporate policy.
	 

	26
	5 Years Mother Company warranty and devices should be under KAUH name and bidder should provide contract number with vender that contains all devices Serial’s Covered (Include Hardware and Software) 
	

	Security Management Specifications

	27
	reporting, logging and analyzer solution has to be dedicated appliance or VM 
	 

	28
	Central management and reporting solution should support log rate at least 4000 logs per second and 25G per Day.
	 

	29
	Management (Management, reporting, analysis) System Support for role-based administration of firewall
	 

	30
	Solution should support analysis of traffic pattern using graphs and charts
	 






