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The solution should include the following networking elements:

A) CCTV System (IP cam, NVRs, VMS, etc)

B) Passive Parts 

C) Switches (access , distribution, core) 

· Every three floors are connected to a one switch and one cabinet with all accessories.

· Excluded from the previous point the (1st & GF & B) Floors.

· Every switch installed on the (1st & GF & B) floor must be separately connected to the control room.

· The Parking and The side building must be connected by Fiber uplink 

· All Uplinks connected directly to the control room must be redundant  

Specifications

The proposed solution should comply with the below technical requirement. The requirement should be answered with Compliant (C), Partial Compliant (PC) or Not Compliant (NC).

Please note that the “Description of Feature” column should be filled out to describe how the specific requirement is met by the proposed solution.

Service & Support must be 3 years (parts and Labour) onsite warranty for all components.
1. Switches1 (Qty = 2)

Min. Specs

	 A.Distributed  Switches Specifications 
	Comply 

	
	Yes
	No

	1.
	Resiliency & High Availability
	 
	

	1.1
	o   Stackable minimum 24Gbps stacking throughput each
	 
	

	1.2
	o   Stackable up to 8 units in a stack
	
	

	2.
	 Performance
	 
	

	2.1
	o    24 10/100/1000 with 4 SFP+ interface accepting 1/10G transceivers.
	 
	

	2.2
	o   Minimum forwarding ratre of 90 Mpps
	 
	

	2.3
	o   The Switches should support PoE+ 802.3at
	 
	

	2.4
	o   Supports minimum power budget of 720W per switch
	 
	

	3.
	 Features & Standards
	 
	

	3.1
	o   Minimum 16,000 MAC address supported
	 
	

	3.2
	o   IEEE 802.1 Q VLAN encapsulation.
	 
	

	3.3
	o   Link aggregation 802.1ad and LACP.
	 
	

	3.4
	o   Support for Jumbo Frames
	 
	

	3.5
	o   IGMP v1/v2/v3
	 
	

	3.6
	o   L2/L3/L4 Access Control Lists (ACL) on all ports
	 
	

	3.7
	o   Support for eight egress QoS queues per port
	 
	

	3.8
	o   Per port shaping and policy. 
	 
	

	3.9
	o   LLDP for network topology discovery
	 
	

	3.10
	o   Radius/TACACs+ Authentication Support 
	 
	

	3.11
	o   SNMP v1, 2, 3
	 
	

	3.12
	o    GUI based configuration and Monitoring,CLI
	 
	


1. Switches2 (Qty = 17)

	Access  Switches Specifications 
	Comply 

	
	Yes
	No

	1.
	Resiliency & High Availability
	 
	

	1.1
	o   Stackable minimum 24Gbps stacking throughput each
	 
	

	1.2
	o   Stackable up to 7 units in a stack
	
	

	2.
	 Performance
	 
	

	2.1
	o    24 10/100/1000 PoE+ ports with 4 SFP+ interface accepting 1/10G transceivers.
	 
	

	2.2
	o   Minimum forwarding ratre of 90 Mpps
	 
	

	2.3
	o   The Switches should support PoE+ 802.3at
	 
	

	2.4
	o   Supports minimum power budget of 720W per switch
	 
	

	3.
	 Features & Standards
	 
	

	3.1
	o   Minimum 15,000 MAC address supported
	 
	

	3.2
	o   IEEE 802.1 Q VLAN encapsulation.
	 
	

	3.3
	o   Support for Jumbo Frames
	 
	

	3.4
	o   Port security to limit allowed mac addresses.
	 
	

	3.5
	o   Support for eight egress QoS queues per port
	 
	

	3.6
	o   Per port shaping and policing. 
	 
	

	3.7
	o   LLDP for network topology discovery
	 
	

	3.8
	o   Radius/TACACs+ Authentication Support 
	 
	

	3.9
	o   SNMP v1, 2, 3
	 
	

	3.10
	o    GUI based configuration and Monitoring,CLI
	 
	


	Switch Specifications

Within the floor if needed
	Comply 

	
	Yes
	No

	1.
	Resiliency & High Availability
	 
	

	1.1
	o   Stackable up to 4 units in a stack
	
	

	2.
	 Performance
	 
	

	2.1
	o  12 10/100/1000 PoE+ ports with 2  SFP+ interface accepting 1/10G transceivers.
	 
	

	2.2
	o   The Switches should support switching Capacity at least 64Gbps.
	 
	

	2.3
	o   Minimum forwarding rate of 47Mpps
	 
	

	2.4
	o   Switches should support PoE+ 802.3at
	 
	

	2.5
	o   Supports minimum power budget of 123W per switch
	 
	

	3.
	 Features & Standards
	 
	

	3.1
	o   Minimum 15,000 MAC address supported
	 
	

	3.2
	o   IEEE 802.1 Q VLAN.
	 
	

	3.3
	o   Link aggregation 803.1ad and LACP.
	 
	

	3.4
	o   Support for Jumbo Frames
	 
	

	3.5
	o   IGMP 
	 
	

	3.6
	o   Classification type of service (ToS) or DSCP.
	 
	

	3.7
	o   LLDP for network topology discovery
	 
	

	3.8
	o   Radius/TACACs+ Authentication Support 
	 
	

	3.9
	o   SNMP v1, 2, 3
	 
	

	3.10
	o    GUI based configuration and Monitoring and support SSH and CLI
	 
	

	3.11
	o    Rack mounted kit should be included 
	
	


2. Switches3 (Qty = 4)

CCTV System

3.  4 MP indoor IP dome Camera (Qty=120(
	
	Feature
	Minimum Specification
	Comply

	
	
	
	Yes
	No

	1
	Image sensor
	progressive scan CMOS
	
	

	2
	Lens
	2.8mm lens
	
	

	3
	Compression
	H.265,H.264, three streams
	
	

	4
	Resolution
	4MP 
	
	

	5
	FPS
	25fps @ 2MP
	
	

	6
	Day and night
	Yes (IR cut filter)
	
	

	7
	Minimum illumination
	0.05 lux (color)/ 0 lux (IR on).
	
	

	8
	IR range 
	Min 40 meters
	
	

	9
	Protocols
	TCP/IP, ICMP, HTTP, HTTPS, FTP, DHCP, DNS, DDNS, RTP, RTSP, RTCP, PPPoE, NTP, UPnP, SMTP, SNMP, IGMP, QoS, IPv6 IPv4, UDP, Bonjour
	
	

	10
	Image Processing
	Wide Dynamic Range 120dB,  BLC, HLC

3D Digital Noise Reduction
	
	

	11
	Interface
	10/100 Ethernet
	
	

	12
	Local Storage
	Support Built-in Micro SD card Slot up to 128 GB
	
	

	13
	Power 
	PoE
	
	

	14
	Approvals
	CE compliant (certificate must be attached)
	
	

	15
	Compatibility
	ONVIF
	
	

	16
	Protection levels
	IK10, IP67
	
	

	17
	Alarm Trigger 
	Motion detection, video tampering, network disconnected, IP address conflict, illegal login, HDD error, HDD full
	
	


4. 4 MP Outdoor IP Bullet Camera
 (Qty.: 80)
	
	Feature
	Minimum Specification
	Comply

	
	
	
	Yes
	No

	1
	Image sensor
	progressive scan CMOS
	
	

	2
	Lens
	Vari-Focal Motorized lens2.7~13.5 mm, auto iris
	
	

	3
	Compression
	H.265,H.264,  three streams
	
	

	4
	Resolution
	4 MP
	
	

	5
	FPS
	30fps @ 4MP
	
	

	6
	Day and night
	Yes (IR cut filter)
	
	

	7
	Minimum illumination
	0.05 lux (color)/ 0 lux (IR on).
	
	

	8
	IR range 
	Min 60 meters
	
	

	9
	Protocols
	TCP, HTTP, DHCP, DNS, NTP, RTP, 

802.1X
	
	

	10
	Image Processing
	Wide Dynamic Range 120 dB, 3D Digital Noise Reduction, HLC, region of interest (ROI)
	
	

	11
	Smart features
	Motion detection, , line crossing, video tampering, region (entrance/exit) detection, Unattended baggage detection, face detection, scene change detection
	
	

	12
	Interface
	10/100 Ethernet
	
	

	13
	Local Storage
	Built-in Micro SD card Slot up to 128 GB
	
	

	14
	Power 
	PoE
	
	

	15
	Approvals
	CE compliant (certificate must be attached)
	
	

	16
	Compatibility
	ONVIF
	
	

	17
	Interface
	Video output, alarm input/output
	
	

	18
	Weather Proof
	IP67
	
	

	19
	Vandal proof
	IK10
	
	


5. PTZ Camera (Qty=4)
	
	Feature
	Minimum Specification
	Comply

	
	
	
	Yes
	No

	1
	Image sensor
	1/3 progressive scan CMOS
	
	

	2
	Optical zoom
	40 X optical zoom, 12X digital zoom
	
	

	3
	Compression
	H.265, H.264, at least 3 streams
	
	

	4
	Resolution
	2 MP
	
	

	5
	FPS
	25fps @ 2MP
	
	

	6
	PTZ Range
	360° endless, -10°-90° auto flip
	
	

	7
	Day and night
	Yes (IR cut filter)
	
	

	8
	Minimum illumination
	0.005 lux (color)/ 0 lux (IR on).
	
	

	9
	IR range 
	Up to 150 meters
	
	

	10
	Protocols
	TCP, HTTP, DHCP, DNS, NTP, RTP
	
	

	11
	Image Processing
	Digital Wide Dynamic Range ,3D Digital Noise Reduction, Defog,  HLC, BLC, Regional exposure, regional focus
	
	

	12
	Smart features
	Motion detection, video tampering, intrusion detection , line crossing, region (entrance/exit) detection
	
	

	13
	Interface
	10/100 Ethernet
	
	

	14
	Power 
	PoE
	
	

	15
	Approvals
	CE compliant (certificate must be attached)
	
	

	16
	Compatibility
	ONVIF
	
	

	17
	Weather Proof
	IP66
	
	


6. Passivepart

	
	Features
	Comply

	
	
	Yes
	NO

	1.
	UTP 
	 
	 

	1.1
	Cat6 UTP Cable : 
	 
	 

	1.2
	Cat.6, U/UTP, AWG23 cable
	 
	 

	1.3
	frequencies of up to 450 MHz
	 
	 

	1.4
	ISO/IEC 11801 ed. 2.2; IEC 61156-5 2nd ed.; EN 50173-1; EN 50288-6-1;EIA/TIA 568-C.2
	 
	 

	

2.
	Cat.6 connection:
	 
	 

	2.1
	RJ45 Cat.6 connection module Tool free
	 
	 

	2.2
	Dust cover
	 
	 

	2.3
	IEC 60603-7: Electrical Characteristics of the Telecommunication Outlets ISO/IEC 11801
	 
	 

	2.4
	EN 50173-1 & TIA 568-A / TIA 568-B
	 
	 

	2.5
	Material: plastic: PC, UL
	 
	 

	3.
	Patch Cords Cat.6:
	 
	 

	3.1
	Comply with the Category 6 - IEC 60603-7-4 / IEC 60603-7-5
	 
	 

	3.2
	Tested of IEC 61935-2
	 
	 

	3.3
	Available with Security system –Option
	 
	 

	3.4
	Lengths 0.5 or 1.0 Meter 
	 
	 

	4.
	24-Port Patch Panel
	 
	 

	4.1
	Modular design
	 
	 

	4.2
	Snap-in Connecter
	 
	 

	4.3
	1U
	 
	 

	5.
	Faceplate: ( QTY 200 )
	 
	 

	5.1
	86x86 mm 
	 
	 

	5.2
	Blind cover
	 
	 

	5.3
	Halogen-free
	 
	 

	5.4
	Capacity 1 or 2 ports 
	 
	 

	5.5
	suitable for Security system –Option   
	 
	 

	6.
	Fiber cabling:
	
	

	6.1
	Fiber cabling must be MM and  supporting 10G or above for all items ( Cable , Patch panels, patch cords and connectivity )
	 
	 

	7.
	Cabinets: 6U or 9U
	 
	 

	7.1
	Standards:
	 
	 

	7.1.1
	ISO90001:2000; IEC 60917 and IEC 60297 
	 
	 

	7.1.2
	Black 19” wall mount cabinet with glass front door
	 
	 

	7.2
	Load Capacity: 60-80KG
	 
	 

	7.3
	2 ceiling fans
	 
	 

	7.4
	1x6-way MK PDU
	 
	 

	7.5
	Side doors: lockable, removable complete with locks
	 
	 

	8.
	 Cabinets : 42U Server cabinet 
	 
	 

	8.1
	Standards:
 
	 
	 

	8.1.1
	Comply with ANSI/EIA
	
	

	8.1.2
	RS-310-D
	
	

	8.1.3
	IE660297-2
	
	

	8.2
	Material : 
	
	

	8.2.1
	SPCC cold Rolled steel 
	
	

	8.2.2
	19" rails:2.0 mm
	
	

	8.2.3
	Casters tray : 2.0 mm
	
	

	8.3
	Load Capacity: 1300KG
	
	

	9.
	                                                                             Notes
	 
	 

	9.1
	All Cat6 / fiber cables, accessories and Cabinets should be same brand.
	 
	 

	9.2
	Brand accepted USA and Europe,
	 
	 

	9.3
	Installation team must be cabling certified.
	 
	 

	
	 
	 
	 


7. NVR 32 CH (Qty=7)
	Minimum Standard
	Comply

	
	Yes
	No

	32  Channel NVR
	
	

	Live view; recording and playback simultaneously 
	
	

	Supported encoding (H.265+,H.265,H.264, MJPEG)
	
	

	Multiple USB ports including USB 3.0
	
	

	Multi user roles and authentication levels
	
	

	Can manage all cameras mentioned above
	
	

	8sata interfaces per NVR with HDD up to 10TB
	
	

	HDMI video output:2 outputs with one at least up to 4K resolution,
	
	

	Support RAID 0/1/5/10
	
	

	Bidder must provide all needed licenses
	
	

	Must support 3rd party cameras
	
	

	Hot spare N+1 configuration available
	
	

	Recording resolution: up to 12MP
	
	

	Must support video content analysis & point of sale
	
	

	Network: 2 Rj-45 connections with at least 300 Mbps
	
	


8. Screens (Qty 8):

· 50 inch screen.

· 3 input HDMI.

· USB port.

· VGA PORT. 

· WALL MOUNT INCLUDED

9. VMS Min Specs

	Feature
	Performance Specification
	Comply

	
	
	Yes
	No

	1
	General
	Cameras
	Support min. 1500 cam
	 
	 

	
	
	Managed Device IP Addresses
*Including Encoding Devices, Access Control Devices, Elevator Control Devices, Security Control Devices, and Remote Sites
	2000
	 
	 

	
	
	Video Intercom Devices
	1,000
	 
	 

	
	
	Alarm Inputs (Including Alarm Inputs of Security Control Devices)
	Support
	 
	 

	
	
	Alarm Outputs
	Support
	 
	 

	
	
	Alarm Inputs of Security Control Devices
	Support
	 
	 

	
	
	Recording Servers
	64
	 
	 

	
	
	Streaming Servers
	64
	 
	 

	
	
	Security Audit Server
	8
	
	

	
	
	People Counting Cameras
	300
	 
	 

	
	

	
	

	
	

	
	

	2
	Recording
	Recording Schedule
	10000
	 
	 

	
	
	Recording Schedule Template
	200
	 
	 

	3
	Event & Alarm
	Event and Alarm without picture
	Support 
	 
	 

	
	
	Storage of Events or Alarms 
	Support
	 
	 

	
	
	Events or Alarms Sent to Clients
*The clients include Control Clients and Mobile Clients.
	100/s
100 Clients/s
	 
	 

	4
	Picture 
	Picture Storage
*Including event/alarm pictures, face pictures, and vehicle pictures.
	20/s (Stored in SYS Server)
100/s (Stored in Recording Server)
	 
	 



	5
	Reports
	Regular Report Rules
	100
	 
	 

	
	
	Event or Alarm Rules in One Event/Alarm Report Rule
	32
	 
	 

	
	
	Records in One Sent Report
	10,000 or 10 MB
	 
	 

	
	

	6
	Data Storage
	Data Retention Period
	Stored for 3 Years
	 
	 

	
	
	People Counting
	5 million
	 
	 

	
	
	Heat Map
	Support
	 
	 

	
	
	Events
	60 million
	 
	 

	
	
	Alarms
	60 million
	 
	 

	
	
	Access Records
	1.4 billion
	 
	 

	
	
	Visitor Records
	10 million
	 
	 

	
	
	Operation Logs
	5 million
	 
	 

	
	
	Service Information Logs
	5 million
	 
	 

	
	
	Service Error Logs
	5 million
	 
	 

	
	
	Recording Tags
	60 million
	 
	 

	7
	Users and Roles
	Concurrent Accesses via Web Clients, Control Clients, and OpenAPI Clients
	100
	 
	 

	
	
	Concurrent Accesses via Mobile Clients and OpenAPI Clients
	100
	 
	 

	
	
	Users
	2500
	 
	 

	
	
	Roles
	3000
	 
	 

	8
	Smart Wall
	
Decoding Devices
	32
	 
	 

	
	
	Smart Walls
	32
	 
	 

	
	
	Views
	1000
	 
	 

	
	
	View Group
	100
	 
	 

	
	
	Views in One View Group
	10
	 
	 

	
	
	Cameras in One View
	150
	 
	 

	
	
	Views Auto-Switched Simultaneously
	32
	 
	 


CCTV Solutions 

The required for project is about the capability to record systems, store the video from IP-cam to NVRs.

Locally Recording 

The resolution recording for indoor/outdoor IP-cam it will be on 

2M resolution (1920x1080)FHD
Frame bit: 15fps continues 

Regarding recording/storing   180 days for indoor/outdoor IP-camis needed for the project. In an effort to provide efficient performance of a centralized management system, growth, and a step toward fully functional surveillance system, the IT department has identified the following needs:

· Type of deployment SHOULD BE centrally managed (The centralized video management system (VMS), video management server, and storage (storage area networks) are an integral point of a video surveillance system. Each component must be designed and configured correctly by certified partner.

· Licensing SHOULD BE in details (price, used for, Qty, renewal ,upgrade ,level support)


· The VMS SHOULD Support Dashboard for monitoring devices and servers

· The VMS SHOULD Support maintenance with remote access

· The VMS SHOULD Support Web based SDK (None plug-in SDK)

· The system should be capable of managing large bandwidth requirements from live video and the storage to retrieve the video files for playback and management of stored video.
· The video management system must be able to support multiple clients logged into the system concurrently to view live video.
· The video management system must be able to support dual streaming of video for live view and recorded video. It must be able to support compression of individual streams for optimized resolution and frame rate

· built-in video motion / face detection, and privacy masking

· Provide support for native 64-bit operating systems

· Instant one-click playback for easy viewing of exported video evidence

· Ability use evidence to generate a printed  (report, a JPEG image, an AVI film) or in exported format with built in player feature

· Ability to create report depending on VMS features available   

· System login using client user name and password

· Secure connection through HTTPS
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